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BEAZLEY BREACH RESPONSE APPLICATION

NOTICE: THIS POLICY’S LIABILITY INSURING AGREEMENTS PROVIDE COVERAGE ON A CLAIMS MADE AND
REPORTED BASIS AND APPLY ONLY TO CLAIMS FIRST MADE AGAINST THE INSURED DURING THE POLICY
PERIOD OR THE OPTIONAL EXTENSION PERIOD (IF APPLICABLE) AND REPORTED TO THE UNDERWRITERS IN
ACCORDANCE WITH THE TERMS THIS POLICY. AMOUNTS INCURRED AS CLAIMS EXPENSES UNDER THIS
POLICY WILL REDUCE AND MAY EXHAUST THE LIMIT OF LIABILITY AND ARE SUBJECT TO RETENTIONS.

PLEASE READ THIS POLICY CAREFULLY.

Please fully answer all questions and submit all requested information.

GENERAL INFORMATION:

Full Name:

Mailing Address: State of Incorporation:

City: State & Zip:

# of Employees: Date Established:

Website URL’s:

Authorized Officer
1
:

Telephone:
E-mail:

Breach Response Contact
2
:

Telephone:
E-mail:

Business Description:

Does the Applicant provide data processing, storage or hosting services to third parties? Yes No

REVENUE INFORMATION:

*For Applicants in Healthcare: Net Patient Services Revenue plus Other Operating Revenue

*For all other Applicants, please provide Gross Revenue information

Most Recent Twelve (12)
months: (ending: / )

Previous Year Next Year (estimate)

US Revenue: USD USD USD

Non-US Revenue: USD USD USD

Total: USD USD USD

Please attach a copy of your most recently audited annual financial statement.

1
This is the officer of the Applicant that is authorized make statements to the Underwriters on the Applicant’s behalf and

to receive notices from the Insurer or its authorized representative(s).
2

This is the employee of the Applicant that is designated to work with the insurer in response to a data breach event.

kcarpenter
Text Box
This is a static sample document for demonstration / discussion purposes only. This not intended to represent a current version of an application; please do not use it for actual form submittal.

kcarpenter
Text Box
This document contains 7 different application forms from 3 different providers. You may use Acrobat's Bookmarks pane to see form titles, and to navigate quickly to specific forms (on a PC, under View menu > Show/Hide > Navigation Panes > Bookmarks).



F00657
112017 ed. Beazley Insurance Company Inc. Page 2 of 7

What percentage of the Applicant’s revenues is business to business? % Direct to consumer?

Are significant changes in the nature or size of the Applicant’s business anticipated over the next twelve
(12) months? Or have there been any such changes within the past twelve (12) months?

%

Yes No

If ‘Yes’, please explain:

Has the Applicant within the past twelve (12) months completed or agreed to, or does it contemplate
entering into within the next twelve (12) months, a merger, acquisition, consolidation, whether or not such
transactions were or will be completed?

Yes No

If ‘Yes’, please explain:

PRIVACY

Please identify the types of personal information of individuals that you collect, process or store (check all that apply) along
with an estimate of the number of records held for each type of information:

Type of Information Number of Records (Estimated)

Social Security Numbers
Consumer Financial Information
Payment Card Information
Protected Health Information
Biometric Information

<100K; 100K-500K; 500K-1M; 1M-2M; 2M-5M; >5M
<100K; 100K-500K; 500K-1M; 1M-2M; 2M-5M; >5M
<100K; 100K-500K; 500K-1M; 1M-2M; 2M-5M; >5M
<100K; 100K-500K; 500K-1M; 1M-2M; 2M-5M; >5M
<100K; 100K-500K; 500K-1M; 1M-2M; 2M-5M; >5M

Other (please describe):

Has the Applicant designated a Chief Privacy Officer? Yes No

If ‘No’ please indicate what position(s) (if any) are responsible for privacy issues:

Does the Applicant require third parties with which it shares personally identifiable
or confidential information to indemnify the Applicant for legal liability arising out of
the release of such information due to the fault or negligence of the third party?

Yes No

PAYMENT CARDS

Does the Applicant accept payment cards for goods sold or services rendered?

If ‘Yes’: How many payment card transactions does the Applicant transact per
year?

Is the Applicant compliant with applicable data security standards issued by
financial institutions the Applicant transacts business with (e.g. PCI standards)?

Yes No

Yes No

Is payment card data encrypted at the point of sale (e.g., payment card reader or e-
commerce payment portal) through transmission to the payment processor?

Yes No

If the Applicant is not compliant with applicable data security standards, please describe the current status of any
compliance work and the estimated date of completion:

COMPUTER & NETWORK SECURITY

Has the Applicant designated a Chief Information Security Officer as respects
computer systems and data security?

Yes No
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If ‘No’, please indicate what position is responsible for computer and data security:

Does the Applicant publish and distribute written policies and procedures regarding
computer and information security to its employees?

Does the Applicant conduct computer and information security training for every
employee that has access to computer systems or sensitive data?

Yes No

Yes No

Does the Applicant enforce a process for the timely installation of software
updates/patches?

If ‘Yes’, are critical updates/patches installed within thirty (30) days of release?

Yes No

Yes No

Does the Applicant restrict user rights on computer systems such that individuals
(including third party service providers) have access only to those areas of the
network or information that is necessary for them to perform their duties?

Yes No

Where does the Applicant have a firewall? (check all that apply)

At network perimeter Internally within the network to protect sensitive resources

Which of the following procedures does the Applicant employ to test computer security controls?

Testing

Internal Vulnerability Scanning
External Vulnerability Scanning against internet-facing IP addresses
Penetration Testing

Frequency of Testing

Continuously Monthly Quarterly
Continuously Monthly Quarterly
Quarterly Semi-annually Annually

Other (please describe):

Does the Applicant have network intrusion detection systems that provide actionable
alerts if an unauthorized computer system intrusion occurs?

Yes No

If ‘Yes’, please describe:

Does the Applicant store data in any of the following environments, and is such stored data encrypted? (check all that apply)

Laptops
Portable Media
Back-up Tapes
“at rest” within computer databases

Encrypted Not Encrypted
Encrypted Not Encrypted
Encrypted Not Encrypted
Encrypted Not Encrypted

Does the Applicant outsource any of the following? (Check all that apply and please identify the vendor(s)

Data Center Hosting: Managed Security: Alert Log Monitoring:

BUSINESS CONTINUITY

Does the Applicant have :
A. a disaster recovery plan?
B. a business continuity plan?
C. an incident response plan for network intrusions and virus incidents?

Yes No Date last tested:
Yes No Date last tested:
Yes No Date last tested:

If the Applicant has a business continuity plan, does the plan contain recovery time
objectives for the amount of time within which business processes and continuity
must be restored?

If ‘Yes’, what are the current stated and tested recovery time objectives?

Yes No
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Does the Applicant have centralized log collection and management that allows for
review of all access and activity on the network?

For how long are logs maintained?

Yes No

What is Applicant’s process for backing up data? (check all that apply)

Full backup Incremental Differential Mirror Other:

How often is Applicant’s data backed up?

Where are data backups stored? (check all that apply) Secure offsite Secondary Data Center Other:

If necessary, how quickly can backed up data be accessed and restored?

MEDIA LIABILITY

Please describe the media activities of the Applicant or by others on behalf of the Applicant

Television Radio Print Applicant’s Website(s) Internet Advertising Social Media
Marketing Materials Audio or Video Streaming

Other (please describe:

Does the Applicant have a formal review process in place to screen any published
or broadcast material (including digital content), for intellectual property and privacy
compliance prior to any publication, broadcast, distribution or use?

Yes No N/A

Are such reviews conducted by, or under the supervision, of a qualified attorney?

Does the Applicant allow user generated content to be displayed on its website(s)?

Yes No N/A

Yes No N/A

E-CRIME

Are all employees that are responsible for disbursing or transmitting funds provided
anti-fraud training, including detection of social engineering, phishing, business
email compromise, and other scams on at least an annual basis?

Yes No

Before processing fund transfer requests from internal sources, does the Applicant
confirm the instructions via a method other than the original means of the
instruction?

Do the Applicant’s procedures require review of all requests by a supervisor or next-
level approver before processing fund transfer instructions?

Yes No

Yes No

When a vendor/supplier requests any change to its account details (including
routing numbers, account numbers, telephone numbers and contact information)
and prior to making any changes:

Does the Applicant first confirm all requested changes requested by the
vendor/supplier with a person other than the requestor prior to making any
changes?
Does the Applicant confirm requested changes via a method other than the original
means of request?

Do the Applicant’s processes and procedures require review of all requests by a
supervisor or next-level approver?

Yes No

Yes No

Yes No

Yes No
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Please identify your telecommunications carrier:

Have you established strong alphanumeric passwords for administrative controls of
your telecommunications system?

Yes No

Have you configured your telecommunications system to disable (check all that apply):

Remote system administration and Internet Protocol (IP) access Dialing via remote system access (DISA)

PRIOR CLAIMS AND CIRCUMSTANCES

Does the Applicant or other proposed insured (including any director, officer or employee)
have knowledge of or information regarding any fact, circumstance, situation, event or
transaction which may give rise to a claim, loss or obligation to provide breach notification
under the proposed insurance?

If yes, please provide details:

Yes No

During the past five (5) years has the Applicant:

a. received any claims or complaints with respect to privacy, breach of information or
network security, or, unauthorized disclosure of information?

Yes No

b. been subject to any government action, investigation or subpoena regarding any alleged
violation of a privacy law or regulation? Yes No

c. received a complaint or cease and desist demand alleging trademark, copyright, invasion
of privacy, or defamation with regard to any content published, displayed or distributed by
or on behalf of the Applicant?

Yes No

d. notified consumers or any other third party of a data breach incident involving the
Applicant?

Yes No

e. experienced an actual or attempted extortion demand with respect to its computer
systems?

f. experienced an unexpected outage of a computer network, application or system lasting
greater than four (4) hours?

Yes No

Yes No

If ‘Yes’ to any of the above, please provide details regarding such incident(s) or event(s):

THE UNDERSIGNED IS AUTHORIZED BY THE APPLICANT TO SIGN THIS APPLICATION ON THE APPLICANT’S
BEHALF AND DECLARES THAT THE STATEMENTS CONTAINED IN THE INFORMATION AND MATERIALS
PROVIDED TO THE INSURER IN CONJUNCTION WITH THIS APPLICATION AND THE UNDEWRITING OF THIS
INSURANCE ARE TRUE, ACCURATE AND NOT MISLEADING. SIGNING OF THIS APPLICATION DOES NOT BIND THE
APPLICANT OR THE INSURER TO COMPLETE THE INSURANCE, BUT IT IS AGREED THAT THE STATEMENTS
CONTAINED IN THIS APPLICATION AND ANY OTHER INFORMATION AND MATERIALS SUBMITTED TO THE
INSURER IN CONNECTION WITH THE UNDERWRITING OF THIS INSURANCE ARE THE BASIS OF THE CONTRACT
SHOULD A POLICY BE ISSUED, AND HAVE BEEN RELIED UPON BY THE INSURER IN ISSUING ANY POLICY.

THIS APPLICATION AND ALL INFORMATION AND MATERIALS SUBMITTED WITH IT SHALL BE RETAINED ON FILE
WITH THE INSURER AND SHALL BE DEEMED ATTACHED TO AND BECOME PART OF THE POLICY IF ISSUED. THE
INSURER IS AUTHORIZED TO MAKE ANY INVESTIGATION AND INQUIRY AS IT DEEMS NECESSARY REGARDING
THE INFORMATION AND MATERIALS PROVIDED TO THE INSURER IN CONNECTION WITH THE UNDERWRITING
AND ISSUANCE OF THE POLICY.

THE APPLICANT AGREES THAT IF THE INFORMATION PROVIDED IN THIS APPLICATION OR IN CONNECTION
WITH THE UNDERWRITING OF THE POLICY CHANGES BETWEEN THE DATE OF THIS APPLICATION AND THE
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EFFECTIVE DATE OF THE INSURANCE, THE APPLICANT WILL, IN ORDER FOR THE INFORMATION TO BE
ACCURATE ON THE EFFECTIVE DATE OF THE INSURANCE, IMMEDIATELY NOTIFY THE INSURER OF SUCH
CHANGES, AND THE INSURER MAY WITHDRAW OR MODIFY ANY OUTSTANDING QUOTATIONS OR
AUTHORIZATIONS OR AGREEMENTS TO BIND THE INSURANCE.

I HAVE READ THE FOREGOING APPLICATION FOR INSURANCE AND REPRESENT THAT THE RESPONSES
PROVIDED ON BEHALF OF THE APPLICANT ARE TRUE AND CORRECT.

FRAUD WARNING DISCLOSURE

ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT (S)HE IS FACILITATING A FRAUD
AGAINST THE INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE
STATEMENT MAY BE GUILTY OF INSURANCE FRAUD.

NOTICE TO ALABAMA, ARKANSAS, LOUISIANA, NEW MEXICO AND RHODE ISLAND APPLICANTS: ANY
PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR
BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF
A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.

NOTICE TO COLORADO APPLICANTS: IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR
MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR
ATTEMPTING TO DEFRAUD THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF
INSURANCE, AND CIVIL DAMAGES. ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO
KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICYHOLDER
OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICYHOLDER OR
CLAIMANT WITH REGARD TO A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL BE
REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY
AGENCIES.

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: WARNING: IT IS A CRIME TO PROVIDE FALSE OR
MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF DEFRAUDING THE INSURER OR ANY
OTHER PERSON. PENALTIES INCLUDE IMPRISONMENT AND/OR FINES. IN ADDITION, AN INSURER MAY DENY
INSURANCE BENEFITS IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED BY THE
APPLICANT.

NOTICE TO FLORIDA APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD,
OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR AN APPLICATION CONTAINING ANY FALSE,
INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY IN THE THIRD DEGREE.

NOTICE TO KANSAS APPLICANTS: ANY PERSON WHO, KNOWINGLY AND WITH INTENT TO DEFRAUD,
PRESENTS, CAUSES TO BE PRESENTED OR PREPARES WITH KNOWLEDGE OR BELIEF THAT IT WILL BE
PRESENTED TO OR BY AN INSURER, PURPORTED INSURER, BROKER OR AGENT THEREOF, ANY WRITTEN,
ELECTRONIC, ELECTRONIC IMPULSE, FACSIMILE, MAGNETIC, ORAL, OR TELEPHONIC COMMUNICATION OR
STATEMENT AS PART OF, OR IN SUPPORT OF, AN APPLICATION FOR THE ISSUANCE OF, OR THE RATING OF
AN INSURANCE POLICY FOR PERSONAL OR COMMERCIAL INSURANCE, OR A CLAIM FOR PAYMENT OR
OTHER BENEFIT PURSUANT TO AN INSURANCE POLICY FOR COMMERCIAL OR PERSONAL INSURANCE
WHICH SUCH PERSON KNOWS TO CONTAIN MATERIALLY FALSE INFORMATION CONCERNING ANY FACT
MATERIAL THERETO; OR CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY
FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT.

NOTICE TO KENTUCKY, NEW JERSEY, NEW YORK, OHIO AND PENNSYLVANIA APPLICANTS: ANY PERSON
WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN
APPLICATION FOR INSURANCE OR STATEMENT OF CLAIMS CONTAINING ANY MATERIALLY FALSE
INFORMATION OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT
MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND SUBJECTS SUCH
PERSON TO CRIMINAL AND CIVIL PENALTIES. (IN NEW YORK, THE CIVIL PENALTY IS NOT TO EXCEED FIVE
THOUSAND DOLLARS ($5,000) AND THE STATED VALUE OF THE CLAIM FOR EACH SUCH VIOLATION.)
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NOTICE TO MAINE, TENNESSEE, VIRGINIA AND WASHINGTON APPLICANTS: IT IS A CRIME TO KNOWINGLY
PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE
PURPOSE OF DEFRAUDING THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR A DENIAL
OF INSURANCE BENEFITS.

NOTICE TO MARYLAND APPLICANTS: ANY PERSON WHO KNOWINGLY OR WILLFULLY PRESENTS A FALSE OR
FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY OR WILLFULLY PRESENTS
FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO
FINES AND CONFINEMENT IN PRISON.

NOTICE TO OKLAHOMA APPLICANTS: WARNING: ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO
INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE
POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

SIGNATURE SECTION

THE UNDERSIGNED AUTHORIZED EMPLOYEE OF THE APPLICANT DECLARES THAT THE STATEMENTS SET
FORTH HEREIN ARE TRUE. THE UNDERSIGNED AUTHORIZED EMPLOYEE AGREES THAT IF THE INFORMATION
SUPPLIED ON THIS APPLICATION CHANGES BETWEEN THE DATE OF THIS APPLICATION AND THE EFFECTIVE
DATE OF THE INSURANCE, HE/SHE WILL, IN ORDER FOR THE INFORMATION TO BE ACCURATE ON THE
EFFECTIVE DATE OF THE INSURANCE, IMMEDIATELY NOTIFY THE UNDERWRITER OF SUCH CHANGES, AND
THE UNDERWRITER MAY WITHDRAW OR MODIFY ANY OUTSTANDING QUOTATIONS OR AUTHORIZATIONS OR
AGREEMENTS TO BIND THE INSURANCE. FOR NEW HAMPSHIRE APPLICANTS, THE FOREGOING STATEMENT
IS LIMITED TO THE BEST OF THE UNDERSIGNED’S KNOWLEDGE, AFTER REASONABLE INQUIRY. IN MAINE,
THE UNDERWRITERS MAY MODIFY BUT MAY NOT WITHDRAW ANY OUTSTANDING QUOTATIONS OR
AUTHORIZATIONS OR AGREEMENTS TO BIND THE INSURANCE.

NOTHING CONTAINED HEREIN OR INCORPORATED HEREIN BY REFERENCE SHALL CONSTITUTE NOTICE OF A
CLAIM OR POTENTIAL CLAIM SO AS TO TRIGGER COVERAGE UNDER ANY CONTRACT OF INSURANCE. NO
COVERAGE SHALL BE AFFORDED FOR ANY CLAIMS ARISING OUT OF A CIRCUMSTANCE NOT DISCLOSED IN
THIS APPLICATION.

SIGNING OF THIS APPLICATION DOES NOT BIND THE APPLICANT OR THE UNDERWRITER TO COMPLETE THE
INSURANCE, BUT IT IS AGREED THAT THIS APPLICATION SHALL BE THE BASIS OF THE CONTRACT SHOULD A
POLICY BE ISSUED, AND IT WILL BECOME PART OF THE POLICY.

ALL WRITTEN STATEMENTS AND MATERIALS FURNISHED TO THE INSURER IN CONJUNCTION WITH THIS
APPLICATION ARE HEREBY INCORPORATED BY REFERENCE INTO THIS APPLICATION AND MADE A PART
HEREOF. FOR NORTH CAROLINA, UTAH, AND WISCONSIN APPLICANTS, SUCH APPLICATION MATERIALS ARE
PART OF THE POLICY, IF ISSUED, ONLY IF ATTACHED AT ISSUANCE.

Signed*: Date:

Print Name: Title:

If this Application is completed in Florida, please provide the Insurance Agent’s name and license number. If this
Application is completed in Iowa or New Hampshire, please provide the Insurance Agent’s name and signature only.

Agent’s Signature*:_______________________________

Agent’s Printed Name: Florida Agent’s License Number:
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(NOTICE: This is an application for a claims made liability policy (and for certain accounts, claims made and 
reported), and the limit of insurance under any policy to be issued in response hereto shall include both the 
indemnity payments for claims and payment of claim and defense expenses, as defined in the policy. 

The limits of insurance provided by the Additional Coverages are in amounts in addition to those available for the 
claims made coverage sections. 

Please note that the defense-cost provision of this policy stipulates that the limits of insurance may be 
completely exhausted by the cost of legal defense. Any deductible or retention shall apply to investigation 
expense and defense costs as well as indemnity. 

APPLICATION INFORMATION: 

I. NAME, ADDRESS AND CONTACT INFORMATION:

II. INSURANCE INFORMATION:

Coverage Requested
Limit of 
Liability 

Requested

Limit of 
Liability 

Currently 
Purchased

Deductible 
or 

Retention 
Requested

Deductible 
or 

Retention 
Currently 

Purchased

Current 
Insurer

Retro Date 
of Current 

Policy

Chubb Group of Insurance Companies
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Coverage Requested
Limit of 
Liability 

Requested

Limit of 
Liability 

Currently 
Purchased

Deductible 
or Retention  
Requested

Retention 
Currently 

Purchased

Current 
Insurer

Retro Date 
of Current 

Policy

Additional Coverage Requested 
Limit of 

Insurance 
Requested

Limit of 
Insurance 
Currently 

Purchased

Deductible 
or Retention  
Requested

Retention 
Currently 

Purchased

Optional Additional Specific Limits of Insurance for 
Additional Coverages 

Limit of 
Insurance 
Requested

Limit of 
Insurance  
Currently 

Purchased

Deductible 
or Retention  
Requested

Retention 
Currently 

Purchased

III. GENERAL RISK INFORMATION: 

Chubb Group of Insurance Companies
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Prior Fiscal Year
Current Fiscal Year 

Annualized Projection
Projected (Next) 

Fiscal Year

IV. COVERAGE SPECIFIC RISK INFORMATION:

A. OPERATIONAL ANALYSIS, POLICIES AND PROCEDURES (APPLICABLE TO ALL APPLICANTS)

Chubb Group of Insurance Companies
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Applicant’s

Applicant’s

B. TECHNOLOGY PRODUCTS AND SERVICES COVERAGE (Complete if requesting Coverage A.)

Products, Services and Industries Served

Chubb Group of Insurance Companies
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Technology Customers - 

Types of Products & Services Industries Served Projected (Next) Fiscal Year

Type Projected (Next) Fiscal Year

Chubb Group of Insurance Companies
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C. Customer Contract & Project Management 

Chubb Group of Insurance Companies
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Customer
Annual 

Revenue
Contract 
Amount

Contract 
Duration

Product or Service

D. Quality Control

Chubb Group of Insurance Companies
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E. Training, Support & Dispute Resolution

F. Intellectual Property, Disclosure of Confidential Information and Reputation Disparagement

Chubb Group of Insurance Companies



Integrity+ By Chubb
Cyber. Tech. Cloud Risk.  

New BUSINESS APPLICATION

14-03-1466 (Ed. 3/16) Page 9 of 13

Chubb Group of Insurance Companies
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V. INCIDENT AND LOSS HISTORY: 

your 

you 

VI: APPLICANT ACKNOWLEDGEMENT

NOTICE TO APPLICANT - PLEASE READ CAREFULLY.

PLEASE NOTE: ONLY DULY APPOINTED AGENTS OF CHUBB AND LICENSED BROKERS ARE AUTHORIZED TO 
SOLICIT APPLICATIONS FOR INSURANCE. AGENTS AND BROKERS ARE NOT AUTHORIZED TO BIND 
INSURANCE. NO INSURANCE SHALL BE PROVIDED UNLESS CHUBB ACCEPTS THE APPLICATION AND BINDS 
THE INSURANCE.

Chubb Group of Insurance Companies
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Authorized Signature of Applicant Date

Print Name Title

Applicant Authorized Agent (Please Print Name)

Authorized Agent (Signature) Title Date

Submitted By (Insurance Agent) Insurance Agency

Agent License No (For non-admitted placements a copy of valid surplus lines license will be required)

Address (No., Street, City, State, and ZIP Code)

NOTICE TO APPLICANT - PLEASE READ CAREFULLY.

APPLICABLE IN:

ARKANSAS

COLORADO

DISTRICT OF COLUMBIA

FLORIDA

KENTUCKY

Chubb Group of Insurance Companies
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MAINE

MARYLAND

NEW JERSEY 

NEW MEXICO

NEW YORK

OHIO

OKLAHOMA

OREGON

PENNSYLVANIA

TENNESSEE, VIRGINIA AND WASHINGTON

Chubb Group of Insurance Companies

LOUISIANA



Integrity+ By Chubb
Cyber. Tech. Cloud Risk.  

New BUSINESS APPLICATION

14-03-1466 (Ed. 3/16) Page 13 of 13

Chubb Group of Insurance Companies

RHODE ISLAND AND WEST VIRGINIA



 ACE American Insurance Company 

436 Walnut St. 

Philadelphia, PA 19106 

  

 Chubb Cyber Enterprise Risk Management Policy 

 

PF-48163 (08/17) Page 1 of 6 

Cyber and Privacy Insurance 
 

New Business Application 

NOTICE 

NOTICE: THE THIRD PARTY LIABILITY INSURING AGREEMENTS OF THIS POLICY PROVIDE 
CLAIMS-MADE COVERAGE, WHICH APPLIES ONLY TO CLAIMS FIRST MADE DURING THE 
POLICY PERIOD OR AN APPLICABLE EXTENDED REPORTING PERIOD FOR ANY INCIDENT 
TAKING PLACE AFTER THE RETROACTIVE DATE BUT BEFORE THE END OF THE POLICY 
PERIOD. 

AMOUNTS INCURRED AS CLAIMS EXPENSES UNDER THIS POLICY SHALL REDUCE AND MAY 
EXHAUST THE APPLICABLE LIMIT OF INSURANCE AND WILL BE APPLIED AGAINST ANY 
APPLICABLE RETENTION. IN NO EVENT WILL THE INSURER BE LIABLE FOR CLAIMS 
EXPENSES OR THE AMOUNT OF ANY JUDGMENT OR SETTLEMENT IN EXCESS OF THE 
APPLICABLE LIMIT OF INSURANCE. TERMS THAT ARE UNDERLINED IN THIS NOTICE 
PROVISION HAVE SPECIAL MEANING AND ARE DEFINED IN SECTION II, DEFINITIONS. READ 
THE ENTIRE POLICY CAREFULLY. 

INSTRUCTIONS 

Please respond to answers clearly. Underwriters will rely on all statements made in this Application. This form 
must be dated and signed. 

1. Applicant Information 

Desired Effective Date 

Mm/dd/yyyy 
 

Applicant Name 

Click here to enter text.  

Applicant Address (City, State, Zip) 

Click here to enter text. 

Please list all Subsidiaries for which coverage is desired: 

Click here to enter text. 

Applicant Type 

Choose an item.  

Ownership Structure  

Choose an item. 

Website Address 

Click here to enter text. 

Year Established 

Click here to enter text. 

Global Revenue (Prior Fiscal Year) 

Click here to enter text. 

% Domestic Revenue 

Click here to enter text. 

Global Revenue (Current Projected Fiscal Year) 

Click here to enter text. 

% Online Revenue 

Click here to enter text. 

Total Number of Employees 

Enter a number or choose an item. 
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Number of Records Containing Protected Information: 

What is the maximum total number of unique individual persons or organizations whose Protected 
Information could be compromised in a not-yet-discovered Cyber Incident, or will be stored or transmitted 
during the Policy Period on the Applicant’s Computer System or any Shared Computer System combined 
that relate to the Applicant’s business? 

This should include Protected Information of employees, retirees, customers, partners and other third parties 
that the Applicant is responsible for securing, including Protected Information that is secured by third parties 
under contract with the Applicant. Multiple records or types of Protected Information relating to the same 
unique individual person or organization should be considered a single record. 

Enter a number or choose an item 

2. Nature of Operations 

Class of Business 

Describe nature of business operations, products or services in layperson terms. 

Does the Applicant currently or will the Applicant potentially operate as any of the following? 
• Accreditation Services Provider 
• Adult Content Provider 
• Credit Bureau 
• Cryptocurrency Exchange 
• Data Aggregator/Broker/Warehouse 
• Direct Marketer 
• Gambling Services Provider 

• Manufacturer of Life Safety Products/Software 
• Media Production Company 
• Payment Processor 
• Peer To Peer File Sharing 
• Social Media 
• Surveillance 
• Third Party Claims Adminstrator 

Or does the Applicant derive more than 50% of its revenue from technology products and services (e.g. software, 
electronics, telecom)? 

☐Yes ☐ No  

If Yes, please provide details: 

Click here to enter text. 

3. Current Loss Information 

Within the past three years, has the Applicant had any actual or potential Incidents or Claims 
to which the Policy would apply; or is the Applicant aware of any fact, circumstance, or 
situation that could resonably be expected to give rise to an Incident or Claim to which the 
Policy would apply? 

☐ Yes ☐  No 

If Yes please provide details: 

Click here to enter text. 
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4. Cyber and Media Controls 

Which of the following IT security controls does the Applicant have in place? 

1) Antivirus and Firewalls (Windows 7 or higher qualifies) 

2) Encryption of Sensitive Data 

3) Encryption of Mobile Computing Devices 

4) Critical Software Patching Procedures 

5) Critical Data Backup and Recovery Procedures 

6) Formal Cyber Incident Response Plan 

 
☐ Yes ☐ No ☐ Unknown 

☐ Yes ☐ No ☐ Unknown 

☐ Yes ☐ No ☐ Unknown 

☐ Yes ☐ No ☐ Unknown 

☐ Yes ☐ No ☐ Unknown 

☐ Yes ☐ No ☐ Unknown 

Does the Applicant accept payment card (Credit/debit card) transactions? ☐ Yes ☐ No 

If Yes, is the Applicant PCI compliant? (via assessment or self-attestation) ☐ Yes ☐ No ☐ Unknown 

Does the Applicant deal with protected health information as defined by 
HIPAA? 

☐ Yes ☐ No 

If Yes, is Applicant compliant with HIPAA and the HITECH Act? ☐ Yes ☐ No ☐ Unknown 

Does the Applicant have operations or customers in California, or any 
responsibilities under the California Confidentiality of Medical Information 
Act? 

☐ Yes ☐ No ☐ Unknown 

Has the Applicant obtained legal review of its use of trademarks, including 
domain names? 

☐ Yes ☐ No ☐ Unknown 

5. Current Coverage 

Does the Applicant currently purchase Professional Liability or E&O 
insurance? 

If Yes, what is the Retro Date? Click here to enter a date. 

☐ Yes ☐ No 

Does the Applicant currently purchase Cyber or Privacy Liability insurance? 

If Yes, what is the Retro Date? Click here to enter a date. 
☐ Yes ☐ No 

Does the Applicant currently purchase Media Liability Insurance?  

If Yes, what is the Retro Date? Click here to enter a date. 
☐ Yes ☐ No 

Does the Applicant intend to purchase E&O and/or Media coverage on a 
separate and distinct policy? (e.g. with a separate set of limits, or with another 
carrier?) 

☐ Yes ☐ No 

6. Desired Coverage (Only Enter Information For Desired Coverages) 

 Retention Limit Commentary 

Cyber and Media Coverages $ $  

Enter any further commentary about desired coverage options. 

Click here to enter text. 
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FRAUD WARNING STATEMENTS 

The Applicant's submission of this Application does not obligate the Insurer to issue, or the Applicant to 
purchase, a policy. The Applicant will be advised if the Application for coverage is accepted. The Applicant 
hereby authorizes the Insurer to make any inquiry in connection with this Application. 

Notice to Arkansas, Minnesota, New Mexico and Ohio Applicants: Any person who, with intent to 
defraud or knowing that he/she is facilitating a fraud against an insurer, submits an application or files a claim 
containing a false, fraudulent or deceptive statement is, or may be found to be, guilty of insurance fraud, which is 
a crime, and may be subject to civil fines and criminal penalties. 

Notice to Colorado Applicants: It is unlawful to knowingly provide false, incomplete or misleading facts or 
information to an insurance company for the purpose of defrauding or attempting to defraud the company. 
Penalties may include imprisonment, fines, denial of insurance, and civil damages. Any insurance company or 
agent of an insurance company who knowingly provides false, incomplete, or misleading facts or information to a 
policy holder or claimant for the purpose of defrauding or attempting to defraud the policy holder or claimant 
with regard to a settlement or award payable from insurance proceeds shall be reported to the Colorado Division 
of Insurance within the Department of Regulatory agencies. 

Notice to District of Columbia Applicants: WARNING: It is a crime to provide false or misleading 
information to an insurer for the purpose of defrauding the insurer or any other person. Penalties include 
imprisonment and/or fines. In addition, an insurer may deny insurance benefits, if false information materially 
related to a claim was provided by the applicant. 

Notice to Florida Applicants: Any person who knowingly and with intent to injure, defraud, or deceive any 
insurer files a statement of claim or an application containing any false, incomplete, or misleading information is 
guilty of a felony of the third degree. 

Notice to Kentucky Applicants: Any person who knowingly and with intent to defraud any insurance 
company or other person files an application for insurance containing any materially false information or 
conceals, for the purpose of misleading, information concerning any fact material thereto commits a fraudulent 
insurance act, which is a crime. 

Notice to Louisiana and Rhode Island Applicants: Any person who knowingly presents a false or 
fraudulent claim for payment of a loss or benefit or knowingly presents false information in an application for 
insurance is guilty of a crime and may be subject to fines and confinement in prison. 

Notice to Maine, Tennessee, Virginia and Washington Applicants: It is a crime to knowingly provide 
false, incomplete or misleading information to an insurance company for the purpose of defrauding the company. 
Penalties may include imprisonment, fines or a denial of insurance benefits. 

Notice to Alabama and Maryland Applicants: Any person who knowingly or willfully presents a false or 
fraudulent claim for payment of a loss or benefit or who knowingly or willfully presents false information in an 
application for insurance is guilty of a crime and may be subject to fines and confinement in prison. 

Notice to New Jersey Applicants: Any person who includes any false or misleading information on an 
application for an insurance policy is subject to criminal and civil penalties. 

Notice to Oklahoma Applicants: WARNING: Any person who knowingly, and with intent to injure, defraud 
or deceive any insurer, makes any claim for the proceeds of an insurance policy containing any false, incomplete 
or misleading information is guilty of a felony. 

Notice to Oregon and Texas Applicants: Any person who makes an intentional misstatement that is material 
to the risk may be found guilty of insurance fraud by a court of law. 

Notice to Pennsylvania Applicants: Any person who knowingly and with intent to defraud any insurance 
company or other person files an application for insurance or statement of claim containing any materially false 
information or conceals for the purpose of misleading, information concerning any fact material thereto commits 
a fraudulent insurance act, which is a crime and subjects such person to criminal and civil penalties. 
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Notice to Puerto Rico Applicants: Any person who knowingly and with the intention of defrauding presents 
false information in an insurance application, or presents, helps, or causes the presentation of a fraudulent claim 
for the payment of a loss or any other benefit, or presents more than one claim for the same damage or loss, shall 
incur a felony and, upon conviction, shall be sanctioned for each violation with the penalty of a fine of not less 
than five thousand (5,000) dollars and not more than ten thousand (10,000) dollars, or a fixed term of 
imprisonment for three (3) years, or both penalties. Should aggravating circumstances are present, the penalty 
thus established may be increased to a maximum of five (5) years, if extenuating circumstances are present, it may 
be reduced to a minimum of two (2) years. 

Notice to New York Applicants: Any person who knowingly and with intent to defraud any insurance 
company or other person files an application for insurance or statement of claim containing any materially false 
information, or conceals for the purpose of misleading, information concerning any fact material thereto, commits 
a fraudulent insurance act, which is a crime and shall also be subject to: a civil penalty not to exceed five thousand 
dollars and the stated value of the claim for each such violation. 

MATERIAL CHANGE 

If there is any material change in the answers to the questions in this Application before the Policy inception 
date, the Applicant must immediately notify the Insurer in writing, and any outstanding quotation may be 
modified or withdrawn. 

DECLARATION AND SIGNATURE 

For the purposes of this Application, the undersigned authorized agents of the person(s) and entity(ies) 
proposed for this insurance declare to the best of their knowledge and belief, after reasonable inquiry, the 
statements made in this Application and any attachments or information submitted with this Application, are 
true and complete. The undersigned agree that this Application and its attachments shall be the basis of a 
contract should a policy providing the requested coverage be issued and shall be deemed to be attached to and 
shall form a part of any such policy. The Insurer will have relied upon this Application, its attachments, and 
such other information submitted therewith in issuing any policy. 

The information requested in this Application is for underwriting purposes only and does not constitute notice 
to the Insurer under any policy of a Claim or potential Claim. 

This Application must be signed by the risk manager or a senior officer of the Named Insured, acting as the 
authorized representative of the person(s) and entity(ies) proposed for this insurance.  

Date Signature Title 
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SIGNATURE - FOR ARKANSAS, MISSOURI, NEW MEXICO, NORTH DAKOTA AND 
WYOMING APPLICANTS ONLY 

PLEASE ACKNOWLEDGE AND SIGN THE FOLLOWING DISCLOSURE TO YOUR APPLICATION FOR 
INSURANCE: 

I UNDERSTAND AND ACKNOWLEDGE THAT THE POLICY FOR WHICH I AM APPLYING CONTAINS A 
DEFENSE WITHIN LIMITS PROVISION WHICH MEANS THAT CLAIMS EXPENSES WILL REDUCE MY 
LIMITS OF INSURANCE AND MAY EXHAUST THEM COMPLETELY. SHOULD THAT OCCUR, I SHALL BE 
LIABLE FOR ANY FURTHER CLAIMS EXPENSES AND DAMAGES. 

Applicant’s Signature (Arkansas, Missouri, New Mexico, North Dakota & Wyoming Applicants, In Addition 
To Application Signature Above): 

Signed:  (must be Officer of Applicant) 

Print Name & Title:   

Date (MM/DD/YY):   

Email/Phone:   

SIGNATURE - FOR KANSAS AND ALASKA APPLICANTS ONLY 

ELECTRONIC DELIVERY SUPPLEMENT: 

You are required by law to obtain consent from insureds prior to engaging in any electronic delivery of insurance 
policies and/or other supporting documents in connection with the Policy. You have the right to: 

Select electronic delivery - check here  

Reject electronic delivery – check here  

Applicant’s Signature (Kansas and Alaska Applicants, In Addition To Application Signature Above): 

FOR FLORIDA APPLICANTS ONLY:  FOR IOWA APPLICANTS ONLY: 
     

Agent Name:        Broker:        

Agent License ID Number:        Address:       
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Travelers Casualty and Surety Company of America CyberRisk Short Form Application

Claims-Made: The information requested in this Application is for a Claims-Made policy. If issued, the policy 
will apply only to claims first made during the policy period, or any applicable extended reporting period. 

Defense Within Limits: The limit of liability available to pay losses will be reduced and may be completely 
exhausted by amounts paid as defense costs. 

IMPORTANT INSTRUCTIONS 
This Application will only be accepted for Applicants with revenues of $50,000,000 or less and assets of $500,000,000 or less. 
Under this CyberRisk Coverage, affiliates, other than Subsidiaries as defined in this coverage, are not covered unless the Insurer has 
agreed specifically to schedule such entities by endorsement. 

GENERAL INFORMATION 
Name of Applicant: 
      
Street Address: 
      
City: 
      

State: 
      

Zip: 
      

Applicant website: 
      

Year Established: 
      

NAICS Code: 
      

Total assets as of most recent fiscal year-end: 
$      

Annual revenues as of most recent fiscal year-end: 
$      

Entity type (select all that apply): 
 Private  Nonprofit  Financial Institution  Publicly Traded  Franchisor or 

Franchisee 
 Homeowner or 
Condo Association 

UNDERWRITING INFORMATION 
1. Indicate whether the Applicant has: 
 a. Up-to-date, active firewall technology  Yes  No 
 b. Up-to-date, active anti-virus software on all computers, networks, and mobile devices  Yes  No 
 c. A process in place to regularly download and install patches  Yes  No 
 d. Backup and recovery procedures in place for all important business and customer data  Yes  No 
 e. An incident response plan to respond to a network intrusion  Yes  No 
 f. A disaster recovery plan, business continuity plan, or equivalent to respond to a computer 

system disruption  Yes  No 
 g. Controls to ensure the content of media communications and websites are lawful  Yes  No 
 h. Procedures in place which require service providers with access to the Applicant’s systems or 

the Applicant’s confidential information to demonstrate adequate network security controls  Yes  No 
 i. Multi-factor authentication for remote access to email and other systems and programs that 

contain private or sensitive data in bulk  Yes  No  N/A

2. Is the Applicant currently compliant with Payment Card Industry Data Security Standards (PCI-
DSS)?  Yes  No  N/A

3. Is the Applicant HIPAA compliant?  Yes  No  N/A

4. Indicate whether the Applicant encrypts private or sensitive data: 
 a. While at rest in the Applicant’s database or on the Applicant’s network  Yes  No  N/A
 b. While in transit in electronic form  Yes  No  N/A
 c. While on mobile devices  Yes  No  N/A
 d. While on employee owned devices  Yes  No  N/A
 e. While in the care, custody, and control of a third party service provider  Yes  No  N/A
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LOSS INFORMATION 

5. In the past three years, has the Applicant: 
 a. Experienced: (1) a network or computer system disruption due to an intentional attack or 

system failure; (2) an actual or suspected data breach; or (3) a cyber extortion demand?   Yes  No 
 b. Received any complaints, claims, or been subject to any litigation involving:  
 Matters of data protection law, intellectual property rights, defamation, rights of privacy, 

identity theft, denial of service attacks, computer virus infections, theft of information, 
damage to third party networks, or access to the Applicant’s network?  Yes  No 

6. Is the Applicant, any Subsidiary, or any person proposed for this insurance aware of any 
circumstance that could give rise to a claim against them under this CyberRisk coverage?  Yes  No 

 If the Applicant answered Yes to any part of Question 5 or Question 6, attach details of each claim, complaint, allegation, or 
incident, including costs, losses, or damages incurred or paid, any corrective procedures to avoid such allegations in the future, 
and any amounts paid as loss under any insurance policy. 

REQUESTED INSURANCE TERMS 

7. Requested Terms: 
 Aggregate Limit Requested: $       
 Retention Requested: $       
 Effective Date Requested:        

8. Does the Applicant currently purchase CyberRisk coverage?  Yes  No 
 If Yes, provide the following: 
 Expiring Carrier:       
 Expiring Limit: $       
 Date coverage first purchased?        

ORGANIZATIONS NOT ELIGIBLE FOR COVERAGE 
Coverage will not be considered for companies involved in whole or in part with paramilitary operations, pornography, adult 
entertainment, escort services, prostitution, or the manufacturing, distribution, or sale of marijuana. 

NOTICE REGARDING COMPENSATION 
For information about how Travelers compensates independent agents, brokers, or other insurance producers, please visit this 
website: http://www.travelers.com/w3c/legal/Producer_Compensation_Disclosure.html   
If you prefer, you can call the following toll-free number: 1-866-904-8348. Or you can write to us at Travelers, Agency 
Compensation, One Tower Square, Hartford, CT 06183. 

FRAUD STATEMENTS – ATTENTION APPLICANTS IN THE FOLLOWING JURISDICTIONS 
ALABAMA, ARKANSAS, DISTRICT OF COLUMBIA, MARYLAND, NEW MEXICO, AND RHODE ISLAND: Any person who knowingly (or willfully in MD) 
presents a false or fraudulent claim for payment of a loss or benefit or who knowingly (or willfully in MD) presents false information in an 
application for insurance is guilty of a crime and may be subject to fines and confinement in prison. 

COLORADO: It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance company to defraud or 
attempt to defraud the company. Penalties may include imprisonment, fines, denial of insurance, and civil damages. Any insurance company or 
agent of an insurance company who knowingly provides false, incomplete, or misleading facts or information to a policyholder or claimant to 
defraud or attempt to defraud the policyholder or claimant regarding a settlement or award payable from insurance proceeds will be reported to 
the Colorado Division of Insurance within the Department of Regulatory Agencies. 

FLORIDA: Any person who knowingly and with intent to injure, defraud, or deceive any insurer files a statement of claim or an application 
containing any false, incomplete, or misleading information is guilty of a felony of the third degree. 

KENTUCKY, NEW JERSEY, NEW YORK, OHIO, AND PENNSYLVANIA: Any person who knowingly and with intent to defraud any insurance company 
or other person files an application for insurance or statement of claim containing any materially false information or conceals for the purpose of 
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime and subjects such person to 
criminal and civil penalties. (In New York, the civil penalty is not to exceed five thousand dollars ($5,000) and the stated value of the claim for each 
such violation.) 

LOUISIANA, MAINE, TENNESSEE, VIRGINIA, AND WASHINGTON: It is a crime to knowingly provide false, incomplete, or misleading information to 
an insurance company to defraud the company. Penalties include imprisonment, fines, and denial of insurance benefits. 
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OREGON: Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or who knowingly presents false 
information in an application for insurance may be guilty of a crime and may be subject to fines and confinement in prison. 

PUERTO RICO: Any person who knowingly and intending to defraud presents false information in an insurance application, or presents, helps, or 
causes the presentation of a fraudulent claim for the payment of a loss or any other benefit, or presents more than one claim for the same damage 
or loss, will incur a felony and, upon conviction, will be sanctioned for each violation with the penalty of a fine of not less than $5,000 and not over 
$10,000, or a fixed term of imprisonment for three years, or both penalties. Should aggravating circumstances be present, the penalty established 
may be increased to a maximum of five years; if extenuating circumstances are present, it may be reduced to a minimum of two years. 

SIGNATURES 
The undersigned Authorized Representative represents that to the best of his or her knowledge and belief, and after reasonable 
inquiry, the statements provided in response to this Application are true and complete, and, except in NC, may be relied upon by 
Travelers as the basis for providing insurance. The Applicant will notify Travelers of any material changes to the information 
provided. 

 Electronic Signature and Acceptance – Authorized Representative* 
*If electronically submitting this document, electronically sign this form by checking the Electronic Signature and Acceptance box 
above. By doing so, the Applicant agrees that use of a key pad, mouse, or other device to check the Electronic Signature and 
Acceptance box constitutes acceptance and agreement as if signed in writing and has the same force and effect as a signature 
affixed by hand. 
Authorized Representative Signature: 
X      

Authorized Representative Name, Title, and email 
address: 
      

Date (month/dd/yyyy): 
      

Producer Name (required in FL & IA): 
X      

State Producer License No (required in FL): 
      

Date (month/dd/yyyy): 
      

Agency: 
      

Agency contact and email address: 
      

Agency Phone Number: 
      

ADDITIONAL INFORMATION 
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Travelers Casualty and Surety Company of America CyberRisk Application

Claims-Made: The information requested in this Application is for a Claims-Made policy. If issued, the policy 
will apply only to claims first made during the policy period, or any applicable extended reporting period. 

Defense Within Limits: The limit of liability available to pay losses will be reduced and may be completely 
exhausted by amounts paid as defense costs. 

IMPORTANT INSTRUCTIONS 

Under this CyberRisk Coverage, affiliates, other than Subsidiaries as defined in this coverage, are not covered unless the Insurer has 
agreed specifically to schedule such entities by endorsement. 

GENERAL INFORMATION 

Name of Applicant: 

Street Address: 
 

City: 
 

State: Zip: 
      

Applicant website: 
 

Year Established: 
      

NAICS Code: 
      

Total assets as of most recent fiscal year-end: 
$     

Annual revenues as of most recent fiscal year-end: 
$      

Entity type (select all that apply): 
 Private  Nonprofit  Financial Institution  Publicly Traded  Franchisor or 

Franchisee 
 Homeowner or 
Condo Association 

UNDERWRITING INFORMATION 

DATA INVENTORY 
1. Indicate whether the Applicant or a third party on the Applicant�s behalf, collects, receives, processes, transmits, or maintains

the following types of data as part of its business activities: 
 a. Credit/Debit Card Data  Yes  No 
 If Yes:  
 i. Is the Applicant currently compliant with Payment Card Industry Data Security Standards 

(PCI-DSS)?  Yes  No 
 ii. How many credit card transactions are processed or accepted for payment in a typical 

year?  
 iii. What is the Applicant�s reporting level?  1  2  3  4 
 iv. Was the Applicant�s last PCI assessment conducted within the past 12 months?  Yes  No 
 b. Medical information, other than that of the Applicant�s own employees  Yes  No 
 c. Non-employee Social Security Numbers  Yes  No 
 d. Employee/HR Information  Yes  No 

2. What is the approximate number of unique individuals for whom the Applicant, or a third party on the Applicant�s behalf,
collects, stores, or processes any amount of personal information as outlined in Question 1? 

  fewer than 100,000  100,000 � 250,000  250,001 � 500,000  500,001 � 1,000,000 
  1,000,001 � 2,500,000  2,500,001 � 5,000,000  > 5,000,000 

3. Indicate whether the data indicated in Question 1 is encrypted: 
 a. While at rest in the Applicant�s databases or on the Applicant�s network  Yes  No  N/A
 b. While in transit in electronic form  Yes  No  N/A
 c. While on mobile devices  Yes  No  N/A

 

kcarpenter
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 d. While on employee owned devices  Yes  No  N/A
 e. While in the care, custody, and control of a third party service provider  Yes  No  N/A

4. Is the Applicant a Healthcare Provider, Business Associate, or Covered Entity under HIPAA?  Yes  No 
 If Yes, is the Applicant HIPAA compliant?  Yes  No 

5. Is the Applicant subject to the General Data Protection Regulation (GDPR)?  Yes  No 
 If Yes, is the Applicant currently compliant with GDPR?  Yes  No 
 If the Applicant is subject to GDPR, and is not currently compliant, attach a description of steps 

being taken toward compliance.  

PRIVACY CONTROLS 
6. Indicate whether the Applicant currently has the following in place: 
 a. A Chief Privacy Officer or other individual assigned responsibility for monitoring changes in 

statutes and regulations related to handling and use of sensitive information  Yes  No 
 b. A publicly available privacy policy which has been reviewed by an attorney  Yes  No 
 c. Sensitive data classification and inventory procedures  Yes  No 
 d. Data retention, destruction, and recordkeeping procedures  Yes  No 
 e. Annual privacy and information security training for employees  Yes  No 
 f. Restricted access to sensitive data and systems based on job function  Yes  No 

NETWORK SECURITY CONTROLS 
7. Indicate whether the Applicant currently has the following in place: 
 a. A Chief Information Security Officer or other individual assigned responsibility for privacy and 

security practices  Yes  No 
 b. Up-to-date, active firewall technology  Yes  No 
 c. Up-to-date, active anti-virus software on all computers, networks, and mobile devices  Yes  No 
 d. A process in place to regularly download, test, and install patches  Yes  No 
 If Yes, is this process automated?  Yes  No 
 If Yes, are critical patches installed within 30 days of release?  Yes  No 
 e. Intrusion Detection System (IDS)  Yes  No 
 f. Intrusion Prevention System (IPS)  Yes  No 
 g. Data Loss Prevention System (DLP)  Yes  No 
 h. Multi-factor authentication for administrative or privileged access  Yes  No  N/A
 i. Multi-factor authentication for remote access to the Applicant�s network and other systems 

and programs that contain private or sensitive data in bulk  Yes  No  N/A
 j. Multi-factor authentication for remote access to email  Yes  No  N/A
 k. Remote access to the Applicant�s network limited to VPN  Yes  No  N/A
 l. Backup and recovery procedures in place for all important business and customer data  Yes  No 
 If Yes, are such procedures automated?  Yes  No 
 If Yes, are such procedures tested on an annual basis?  Yes  No 
 m. Annual penetration testing  Yes  No 
 If Yes, is such testing conducted by a third party service provider?  Yes  No 
 n. Annual network security assessments  Yes  No 
 If Yes, are such assessments conducted by a third party service provider?  Yes  No 
 o. Systematic storage and monitoring of network and security logs  Yes  No 
 p. Enforced password complexity requirements  Yes  No 
 q. Procedures in place to terminate user access rights as part of the employee exit process  Yes  No 

PAYMENT CARD CONTROLS 
Complete only if the Applicant, or a third party on the Applicant�s behalf, collects, processes, stores, or accepts payment card 
information. 

8. Indicate whether the Applicant�s current payment card environment: 
 a. Processes all payment cards using End-to-End or Point-to-Point encryption  Yes  No 
 b. Encrypts or tokenizes card data when stored  Yes  No 
 c. Processes card present transactions using EMV capable devices  Yes  No  N/A
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CONTENT LIABILITY CONTROLS 
 Communications And Media Liability Coverage is not requested. 

9. Does the Applicant have a comprehensive written program in place for managing intellectual 
property rights?  Yes  No 

10. Indicate whether the Applicant has formal policies or procedures for:  
 a. Avoiding the dissemination of content that infringes upon intellectual property rights  Yes  No 
 b. Editing or removing controversial, offensive, or infringing content from material distributed or 

published by or on behalf of the Applicant  Yes  No 
 c. Responding to allegations that content created, displayed, or published by the Applicant is 

libelous, infringing upon, or in violation of a third party�s privacy rights  Yes  No 

BUSINESS CONTINUITY / DISASTER RECOVERY / INCIDENT RESPONSE 
11. Indicate whether the Applicant has the following:  
 a. A disaster recovery plan, business continuity plan, or equivalent to respond to a computer 

system disruption  Yes  No 
 b. An incident response plan to respond to a network intrusion  Yes  No 

12. Are all plans indicated above tested regularly with any critical deficiencies remediated?  Yes  No  N/A

13. Based upon testing results, how long does it take to restore the Applicant�s critical business operations following a network or 
systems interruption? 

  Unknown  0 � 12 hours  12 � 24 hours  More than 24 hours 

VENDOR CONTROLS 
14. For vendors with access to the Applicant�s computer system or confidential information, indicate whether the Applicant has the 

following in place: 
 a. Written policies which specify appropriate vendor information security controls  Yes  No 
 b. Periodic review of, and updates to, vendor access rights  Yes  No 
 c. Prompt revocation of vendor access rights when access is no longer needed  Yes  No 
 d. Logging and monitoring of vendor access to the Applicant�s system  Yes  No 
 e. A requirement that vendors carry their own Professional Liability or Cyber Liability insurance  Yes  No 
 f. Hold harmless / indemnity clauses that benefit the Applicant in contracts with vendors  Yes  No 

15. Indicate which of the following services are outsourced: 
 Data back up  Yes  No  N/A Payment processing  Yes  No  N/A
 Provider:  Provider: 

 Data center hosting  Yes  No  N/A Physical security  Yes  No  N/A
 Provider:  Provider: 

 IT infrastructure  Yes  No  N/A Software development  Yes  No  N/A
 Provider:  Provider: 

 IT security  Yes  No  N/A Customer marketing  Yes  No  N/A
 Provider:  Provider: 

 Web hosting  Yes  No  N/A Data processing  Yes  No  N/A
 Provider:  Provider: 

If Data center hosting or IT infrastructure is answered Yes above: 
 a. What is the likely impact to the organization if these services become unavailable? 
       

 b. Does the Applicant have an alternative solution in the event of a failure or outage to one of these service providers? 
      

If Payment processing is answered Yes above, does the Applicant have an alternative means of 
processing card data in the event of an outsourced provider failure or outage?  Yes  No 

 Provide details:       
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LOSS INFORMATION 

16. In the past three years, has the Applicant experienced a network or computer system disruption 
due to an intentional attack or system failure; an actual or suspected data breach; an actual or 
attempted extortion demand; or received any complaints, claims, or been subject to litigation 
involving matters or privacy injury, identity theft, denial-of-service attacks, computer virus 
infections, theft of information, damage to third party networks, or the Applicant�s customer�s 
ability to rely on the Applicant�s network?  Yes  No 

17. Is the Applicant, any Subsidiary, or any person proposed for this insurance aware of any 
circumstance that could give rise to a claim against them under this CyberRisk Coverage?  Yes  No 

 If the Applicant answered Yes to any part of Question 16 or Question 17, attach details of each claim, complaint, allegation, or 
incident, including costs, losses, or damages incurred or paid, any corrective procedures to avoid such allegations in the future,
and any amounts paid as loss under any insurance policy. 

REQUESTED INSURANCE TERMS 

Requested Terms: 
Insuring Agreement Limit Requested Retention Requested 

Privacy And Security $      $      
Media $      $      
Regulatory Proceedings $      $      
Privacy Breach Notification $      $      
Computer And Legal Experts $      $      
Betterment $      $      
Cyber Extortion $      $      
Data Restoration $      $      
Public Relations $      $      
Computer Fraud $      $      
Funds Transfer Fraud $      $      
Social Engineering Fraud $      $      
Telecom Fraud $      $      
Business Interruption $      $      
Dependent Business Interruption $      $      
Reputation Harm $      $      

18. Requested Terms: 
Aggregate Limit Requested: $

 Effective Date Requested:       

19. Does the Applicant currently purchase CyberRisk coverage?  Yes  No 
 If Yes, provide the following: 
 Expiring Carrier:       

Expiring Limit: $  
 Date coverage first purchased?       

REQUIRED ATTACHMENTS 

As part of this Application, provide copies of the documents listed below. Such documents are made a part of this Application; the 
Insurer may elect to obtain requested information from public sources, including the Internet. 

CyberRisk Employed Lawyers Supplement to be completed if Employed Lawyers coverage is sought. 

ORGANIZATIONS NOT ELIGIBLE FOR COVERAGE 

Coverage will not be considered for companies involved in whole or in part with paramilitary operations, pornography, adult 
entertainment, escort services, prostitution, or the manufacturing, distribution, or sale of marijuana. 
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NOTICE REGARDING COMPENSATION 

For information about how Travelers compensates independent agents, brokers, or other insurance producers, please visit this 
website: http://www.travelers.com/w3c/legal/Producer_Compensation_Disclosure.html   
If you prefer, you can call the following toll-free number: 1-866-904-8348. Or you can write to us at Travelers, Agency 
Compensation, One Tower Square, Hartford, CT 06183. 

FRAUD STATEMENTS � ATTENTION APPLICANTS IN THE FOLLOWING JURISDICTIONS 
ALABAMA, ARKANSAS, DISTRICT OF COLUMBIA, MARYLAND, NEW MEXICO, AND RHODE ISLAND: Any person who knowingly (or willfully in MD) 
presents a false or fraudulent claim for payment of a loss or benefit or who knowingly (or willfully in MD) presents false information in an 
application for insurance is guilty of a crime and may be subject to fines and confinement in prison. 

COLORADO: It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance company to defraud or 
attempt to defraud the company. Penalties may include imprisonment, fines, denial of insurance, and civil damages. Any insurance company or 
agent of an insurance company who knowingly provides false, incomplete, or misleading facts or information to a policyholder or claimant to 
defraud or attempt to defraud the policyholder or claimant regarding a settlement or award payable from insurance proceeds will be reported to 
the Colorado Division of Insurance within the Department of Regulatory Agencies. 

FLORIDA: Any person who knowingly and with intent to injure, defraud, or deceive any insurer files a statement of claim or an application 
containing any false, incomplete, or misleading information is guilty of a felony of the third degree. 

KENTUCKY, NEW JERSEY, NEW YORK, OHIO, AND PENNSYLVANIA: Any person who knowingly and with intent to defraud any insurance company 
or other person files an application for insurance or statement of claim containing any materially false information or conceals for the purpose of 
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime and subjects such person to 
criminal and civil penalties. (In New York, the civil penalty is not to exceed five thousand dollars ($5,000) and the stated value of the claim for each 
such violation.) 

LOUISIANA, MAINE, TENNESSEE, VIRGINIA, AND WASHINGTON: It is a crime to knowingly provide false, incomplete, or misleading information to 
an insurance company to defraud the company. Penalties include imprisonment, fines, and denial of insurance benefits. 

OREGON: Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or who knowingly presents false
information in an application for insurance may be guilty of a crime and may be subject to fines and confinement in prison. 

PUERTO RICO: Any person who knowingly and intending to defraud presents false information in an insurance application, or presents, helps, or 
causes the presentation of a fraudulent claim for the payment of a loss or any other benefit, or presents more than one claim for the same damage 
or loss, will incur a felony and, upon conviction, will be sanctioned for each violation with the penalty of a fine of not less than $5,000 and not over 
$10,000, or a fixed term of imprisonment for three years, or both penalties. Should aggravating circumstances be present, the penalty established 
may be increased to a maximum of five years; if extenuating circumstances are present, it may be reduced to a minimum of two years. 

SIGNATURES 

The undersigned Authorized Representative represents that to the best of his or her knowledge and belief, and after reasonable 
inquiry, the statements provided in response to this Application are true and complete, and, except in NC, may be relied upon by 
Travelers as the basis for providing insurance. The Applicant will notify Travelers of any material changes to the information 
provided. 

 Electronic Signature and Acceptance � Authorized Representative* 
*If electronically submitting this document, electronically sign this form by checking the Electronic Signature and Acceptance box 
above. By doing so, the Applicant agrees that use of a key pad, mouse, or other device to check the Electronic Signature and 
Acceptance box constitutes acceptance and agreement as if signed in writing and has the same force and effect as a signature 
affixed by hand. 

Authorized Representative Signature: 
X      

Authorized Representative Name, Title, and email 
address: 
      

Date (month/dd/yyyy): 
      

Producer Name (required in FL & IA): 
X     

State Producer License No (required in FL): 
      

Date (month/dd/yyyy): 
      

Agency: 
 

Agency contact and email address: 
      

Agency Phone Number: 
      

ADDITIONAL INFORMATION 
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Travelers Casualty and Surety Company of America 
CyberRisk Social Engineering Fraud Supplement

Claims-Made: The information requested in this Application is for a Claims-Made policy. If issued, the policy will 
apply only to claims first made during the policy period, or any applicable extended reporting period.

Defense Within Limits: The limit of liability available to pay losses will be reduced and may be exhausted by 
amounts paid as defense costs.

IMPORTANT INSTRUCTIONS 

Under this CyberRisk Coverage, affiliates, other than Subsidiaries as defined in this coverage, are not covered unless the Insurer has 
agreed specifically to schedule such entities by endorsement.

GENERAL INFORMATION 
Applicant Name: 

 
Street Address: 

 
City: 

 
State: 
      

Zip: 
      

DESCRIPTION OF OPERATIONS 
1. Does the Applicant make payments to third parties via a wire transfer system?  Yes  No 
 If Yes, how frequently are such payments made?        

2. Are all employees who are responsible for authorizing and executing payments or funds transfer requests 
provided anti-fraud training, including social engineering, phishing, masquerading, and other fraud 
schemes?  Yes  No 

VENDOR CONTROLS 
3. Does the Applicant verify the authenticity of all vendor bank accounts by a direct call to the payment-

receiving bank prior to the first time setup of such banking information in the Applicant�s accounts payable 
system?  Yes  No 

4. Does the Applicant have procedures in place to verify the authenticity of invoices and other payment 
requests received from a vendor?  Yes  No 

5. Does the Applicant have procedures in place to verify the receipt of inventory, supplies, goods, or services 
against an invoice prior to making payment to a vendor?  Yes  No 

6. Does the Applicant confirm all change requests regarding vendor account information (including all bank 
account information, invoice changes, telephone or Telefacsimile numbers, location, and contact 
information) by a direct call to the vendor using only the telephone number provided by the vendor before 
the change request was received?  Yes  No 

 If Yes:  
 a. Is the call back procedure performed by an individual other than the individual who received the 

change request?  Yes  No 
 b. Does the Applicant refrain from implementing any such change requests until after the vendor has 

responded to the Applicant�s inquiry regarding change request authenticity?  Yes  No 
 c. Does the Applicant confirm all such change requests made by a vendor with an individual (at the 

vendor) other than the individual who requested the change?  Yes  No 
 d. Does the Applicant require that all such change requests made by a vendor be approved by the 

Applicant�s supervisor of the individual who received the change request, before it is acted upon?  Yes  No 

 

kcarpenter
Text Box
This is a static sample document for demonstration / discussion purposes only. This not intended to represent a current version of an application; please do not use it for actual form submittal.
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7. Does the Applicant verify the length of time the account receiving the payment or funds transfer (e.g., wire 
transfer, ACH transfer, etc.) has been in existence with the receiving bank prior to approving and initiating 
any such transfer when it involves a recent change request? (e.g., any recent changes in depositing bank, 
bank routing number, or account number, etc.)?  Yes  No 

CLIENT CONTROLS 
8. Does the Applicant have procedures (e.g. credit/background checks, physical location information, bank 

account information) in place to verify the authenticity of all clients?  Yes  No 
 If Yes:  
 a. Describe the procedures:       
       
 b. Are such procedures applicable for each and every transaction prior to furnishing goods or services to 

clients?  Yes  No 

9. Does the Applicant accept prepayments by clients for goods or services prior to delivery or performance 
of an agreement?  Yes  No 

10. Does the Applicant have custody or control over any funds or money belonging to any of its clients, 
including escrow or trust accounts?  Yes  No 

 If Yes, describe the nature of the control or custody and the oversight procedures associated with protecting such funds or money:
       

11. Does the Applicant have access to clients� financial systems (e.g.: accounting, payroll, purchasing systems, 
etc.)?  Yes  No 
If Yes, describe the nature of the access and the oversight procedures associated with protecting such financial system access: 
      

12. Does the Applicant accept payment or funds transfer instructions from clients relating to refunds or 
repayment of goods, services, or funds held in the Applicant�s custody?  Yes  No 
If Yes, describe the communication methods by which such instructions are received (e.g. telephone, email, text message, 
Telefacsimile (fax), general mail, etc.): 
      

13. Does the Applicant confirm all payment or funds transfer instructions from a client by a direct call to the 
client using only the telephone number provided by the client before the payment or funds transfer 
instruction was received?  Yes  No 
If Yes:  

 a. Is such callback procedure performed by an individual other than the individual who received the 
payment or funds transfer instruction?  Yes  No 

 b. Does the Applicant confirm all such payments or funds transfer instructions made by a client with an 
individual at the client, other than the individual who initiated such payment or funds transfer 
instruction?  Yes  No 

 c. Does the Applicant refrain from making any such payments or funds transfers until after the client has 
responded to the Applicant�s inquiry regarding the authenticity of such payment or funds transfer 
instruction request?  Yes  No 

 d. Does the Applicant require that all such payments or funds transfer instructions made by a client be 
approved by the supervisor of the individual who received the payment or funds transfer instruction, 
before it is acted upon?  Yes  No 

INTERNAL FUNDS-TRANSFER INSTRUCTION CONTROLS 
14. Does the Applicant maintain a pre-established list of employees who are authorized to initiate payment or 

funds transfer requests for reasons other than a vendor invoice or a client repayment?  Yes  No 
 If Yes:  
 a. Does the Applicant have procedures in place to verify the authenticity of any payment or funds 

transfer  request received by an authorized employee from an internal company source (e.g. another 
employee, subsidiary, location, or department)?  Yes  No 

 If Yes, describe such procedures:       
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LOSS INFORMATION 

NOTICE REGARDING COMPENSATION 

For information about how Travelers compensates independent agents, brokers, or other insurance producers, please visit this 
website: http://www.travelers.com/w3c/legal/Producer_Compensation_Disclosure.html   
If you prefer, you can call the following toll-free number: 1-866-904-8348. Or you can write to us at Travelers, Agency Compensation, 
One Tower Square, Hartford, CT 06183. 

FRAUD STATEMENTS � ATTENTION APPLICANTS IN THE FOLLOWING JURISDICTIONS 

ALABAMA, ARKANSAS, DISTRICT OF COLUMBIA, MARYLAND, NEW MEXICO, AND RHODE ISLAND: Any person who knowingly (or willfully in MD) 
presents a false or fraudulent claim for payment of a loss or benefit or who knowingly (or willfully in MD) presents false information in an application 
for insurance is guilty of a crime and may be subject to fines and confinement in prison. 

COLORADO: It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance company to defraud or attempt 
to defraud the company. Penalties may include imprisonment, fines, denial of insurance, and civil damages. Any insurance company or agent of an 
insurance company who knowingly provides false, incomplete, or misleading facts or information to a policyholder or claimant to defraud or attempt 
to defraud the policyholder or claimant regarding a settlement or award payable from insurance proceeds will be reported to the Colorado Division 
of Insurance within the Department of Regulatory Agencies. 

FLORIDA: Any person who knowingly and with intent to injure, defraud, or deceive any insurer files a statement of claim or an application containing 
any false, incomplete, or misleading information is guilty of a felony of the third degree. 

KENTUCKY, NEW JERSEY, NEW YORK, OHIO, AND PENNSYLVANIA: Any person who knowingly and with intent to defraud any insurance company or 
other person files an application for insurance or statement of claim containing any materially false information or conceals for the purpose of 
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime and subjects such person to 
criminal and civil penalties. (In New York, the civil penalty is not to exceed five thousand dollars ($5,000) and the stated value of the claim for each 
such violation.) 

 b. Are all such procedures performed consistently across all subsidiaries, business units, departments, 
and locations?  Yes  No 

15. Do payments or funds transfers of a certain amount require dual authorization?  Yes  No 
 If Yes, what is that amount?       

16. Does the Applicant require that any payment or funds transfer request made by an internal company 
source be approved by the supervisor of the individual who received the payment or funds transfer 
request, before it is acted upon?  Yes  No 

17. Is the authority to make electronic funds transfers (e.g. wire transfers, ACH payments, etc.) limited by the 
amount of each transfer (for example: $250,000 initiated by one employee and approved by a separate 
employee; $500,000 initiated and approved by two separate employees; $1,000,000 or more initiated and 
approved by a senior officer, such as the CEO, CFO, or President, etc.)?  Yes  No 

 If Yes, what are the dollar amounts that trigger approval, and who has the authority to approve such amounts? 
       

18. Are certain employees with authority to approve electronic funds transfers (e.g. wire transfers, ACH 
transfers, etc.) required to be available at all times by cell phone or other means?  Yes  No 

19. Is there a limit on the number of electronic funds transfers (e.g. wire transfers, ACH payments, etc.) an 
employee can approve during a specified time period?  Yes  No 

 If Yes, what is the number of transfers, and the time period applicable to such transfers?  
       

20. Is there a limit on the total dollar amount of electronic funds transfers (e.g. wire transfers, ACH transfers, 
etc.) that can be approved by any one employee during a specified time period?  Yes  No 

 If Yes, what is the dollar limit amount on transfers, and the time period applicable to such transfers?  
       

 If the Applicant answered No to any part of Questions 4-20, attach details.  

21. Has the Applicant sustained any Computer or Social Engineering Fraud losses during the past three years?  Yes  No 
 If Yes, attach details of such, including costs, losses, or damages incurred or paid, any corrective procedures to avoid such 

incidents in the future, and any amount paid as loss under any insurance policy. 
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LOUISIANA, MAINE, TENNESSEE, VIRGINIA, AND WASHINGTON: It is a crime to knowingly provide false, incomplete, or misleading information to 
an insurance company to defraud the company. Penalties include imprisonment, fines, and denial of insurance benefits. 

OREGON: Any person who knowingly presents a false or fraudulent claim for payment of a loss or benefit or who knowingly presents false information 
in an application for insurance may be guilty of a crime and may be subject to fines and confinement in prison. 

PUERTO RICO: Any person who knowingly and intending to defraud presents false information in an insurance application, or presents, helps, or 
causes the presentation of a fraudulent claim for the payment of a loss or any other benefit, or presents more than one claim for the same damage 
or loss, will incur a felony and, upon conviction, will be sanctioned for each violation with the penalty of a fine of not less than $5,000 and not over 
$10,000, or a fixed term of imprisonment for three years, or both penalties. Should aggravating circumstances be present, the penalty established 
may be increased to a maximum of five years; if extenuating circumstances are present, it may be reduced to a minimum of two years. 

SIGNATURES 

The undersigned Authorized Representative represents that to the best of his or her knowledge and belief, and after reasonable 
inquiry, the statements provided in response to this Application are true and complete, and, except in NC, may be relied upon by 
Travelers as the basis for providing insurance. The Applicant will notify Travelers of any material changes to the information provided. 

 Electronic Signature and Acceptance � Authorized Representative* 
*If electronically submitting this document, electronically sign this form by checking the Electronic Signature and Acceptance box 
above. By doing so, the applicant agrees that use of a key pad, mouse, or other device to check the Electronic Signature and Acceptance 
box constitutes acceptance and agreement as if signed in writing and has the same force and effect as a signature affixed by hand. 

Authorized Representative Signature: 
X

Authorized Representative Name, Title, and email 
address: 
      

Date (month/dd/yyyy): 
      

Producer Name (required in FL & IA): 
X

State Producer License No (required in FL): 
      

Date (month/dd/yyyy): 
      

Agency: Agency contact and email address: 
      

Agency Phone Number: 
      

ADDITIONAL INFORMATION 
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