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Presenter Notes
Presentation Notes
In my role as a Security Architect at Cross Insurance  it’s my responsibility to research, test, and implement technologies that reduce cybersecurity risk to Cross sensitive customer data and critical infrastructure. About once a month, I’m approached by our commercial lines team to address questions related to a customer’s application for a cyber risk policy.  These applications have many technical terms and acronyms that small and medium size businesses decision makers don’t understand.  The purpose of this presentation is to discuss what’s covered by cyber risk policies, what the application processes entails and how the carrier questions on the application are designed to assess the resilience of the customer Information Security Program.   The threat landscape in the cyber landscape is ever evolving.  Generic poorly crafted phishing attacks are easily filtered so threat actors are using tools such as social media and Internet research to craft targeted phishing attacks customized to contain just enough information to convince an unsuspecting user to click a link or log into a malicious portal to steal credentials.  While organizations can leverage email hygiene, intrusion prevention solutions and managed threat response, there will always be residual risk of a security incident that may expose private data.   Companies like Garmin, Target, Hannaford,  and Colonial Pipeline have all experienced large scale breached that had serious impact to their businesses and to their customer’s private information.  With these real threats existing Cyber Risk Insurance is becoming as important as Fire and Casualty policies in the past.  In fact, it’s probably mor likely to have a cyber security incident that results in loss than a loss to other traditional perils.   Like the recent hurricanes in Florida which have affected the building codes and underwriting criteria to insure against losses, Cyber carriers are becoming more stringent on the Policies, Standards, and procedures used to implement and maintain an effective Information Security Program.  Last year the Department of Defense has introduced the 2nd revision of the Cybersecurity Maturity Model Certification  that addresses the same security best practices based on the NIST 800-171 list of controls  requiring defense contractors meet these standards as a pre-condition to bid on government contracts.  Insurance companies will continue to require organizations are implementing these controls in a manner that assesses risk on an ongoing basis and minimizes the threat of business losses that could literally bankrupt a business.  First, We’d like to discuss what cyber risk insurance covers then we want to walk through the customer applications from 3 carriers,  Beazley, Travelers, and Chubb.   In the interest of time, we will try and avoid overlap and focus on the unique aspects of the specific requirements from these companies.   


Cybersecurity Risk - Statistics

S6.9 Billion

Victim losses in 2021

2,300+

Average complaints received daily

552,000+

Average complaints received per year (last 5 years)

Over 6.5 Million

Complaints reported since inception

2021 Globally “reported” losses were estimated to exceed $4 Trillion,

in comparison the GDP for Germany in 2020 was $4.2 Trillion ; CROSS
Source: FBI Internet Crime Report 2021
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Cybersecurity Risk - Statistics

In the "2022 State of the Phish" report surveying 3500 IT
Professionals -
Proofpoint ( A leader in the Email Security space) learned that:

» 78% of organizations saw email-based ransomware attacks in
2021

* 68% of organizations were infected by ransomware

» 58% of infected organizations paid a ransom

90% of Ransomware
attacks are paired
with data exposure
extortion (buy your
data back)
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e
What's Covered by Cyber Risk Policies?

* First-party coverage — Intends to cover damages a business suffers because of a cyber breach.
This can include things like investigative forensic services, business interruption coverage and
data recovery.

* Third-party coverage — Intends to cover damages if a business’ customers or partners are
affected by a cyber attack. This can include legal fees, settlement costs, security failures and
media liabilities.

* Cyber crime (Breach Response)— Intends to cover damage due to any type of illegal activity
that occurs using digital means. Examples of cybercrime are data exposure
extortion/ransomware, phishing, social engineering, and wire transfer fraud.

v CrOSS
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Cyber Insurance Policy Summary:

Legal Services

Forensics

Notification

Credit Monitoring

Public Relations

Breach Response

Crisis Management & Public
Relations

Cyber Extortion

Business Interruption & Extra
Expenses

Digital Asset Restoration

Funds Transfer Fraud

Network & Information
Security Liability

Regulatory Defense and
Penalties

PCl Fines and Assessments
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Common Exclusions

* Losses covered under other Policies

e Bodily Injury and Property Damage

* Fraudulent and Improper Conduct

* Infrastructure Failure and Physical Perils

* Intellectual Property violations

* Prior Knowledge and Notice - Losses prior to bounded coverage
* Theft of Funds

* Unlawful collection of Data

* War — Policies provide Cyber Act carve back

* Contractual Liability

* Fee Disputes and Product Recall

* RICO, Securities Law and Unfair Trade Practices & Anti-Trust

e Governmental Action

v CrOSS
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A simplified view of a data breach:

Discovery

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public

Information or Third Party

Corporate Information that is
in the care, custody or control
of the Insured Organization, or

a third party for whom the

Insured Organization is legally
liable

Managing the
Short-Term
Crisis

Evaluation

Notification and
CreditMonitoring

Forensic
Investigation and
Legal Review

Public Relations

Handling the
Long-Term
Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Damage

Income Loss
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Cyber Risk Trends:

. Remote working and post Covid-19 heightening exposures

. Business compromise email attacks

. 3rd Party Vendor Risk (Blackbaud, Solarwinds, etc.)

. Ransomware incidents more frequent and financially damaging

. 2022 Research from Palo Alto Networks Unit 42 found the average ransom demand rose 144% in
2021 to $2.2 million, and the average payment increased 78% to $541,010. Garmin paid a $10

Million dollar ransom in 2020.
. Cyber claims growing in frequency, severity & complexity

. Vulnerabilities unique to cloud services (e.g., AWS, Office365, Azure)

v CRrOSS
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Attacker Trends (Reported Breaches 2012 -2020):

Global Incident Growth Compared to 2012*

Global, Manufacturing, All Revenue Sizes
OOO9
- Onverall
- Manufacturing
O
1500
Lalubos
o 202145 2015 2016 2017 2018 2O 2020
Please note - this data is indexed against the base line year of 2012

This year a business will fall victim to ransomware every 11 seconds
(Cybersecurity Ventures)

While an attack can occur in minutes, these attacks can take months to
recover potentially costing a company $ millions :

CRroOSS
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Best Practices
¢ Mitigate Cyber Risk

§ Secure Remote Desktop Protocol and Remote Desktop connections when enabled. (Teamviewer, Logmein,Pc Anywhere)

use MFA

{ Patching - current fixes and updates security

g Next Generation anti-virus (activity pattern not solely signature based) Managed Endpoint Detection & Response. The

global average of dwell time for an advanced persistent threat before detection is 24 days. Source Mandiant - FireEye
{ Limit administrative rights
§ Password Management (without a password manager users will reuse passwords exposing the organization)
{ Security-awareness training for employees (This can be managed in house or outsourced)
§ Back up Integrity (Testing and immutable copies exist)

{ Multi-factor Authentication on all applications that contain PII - PHI (Chubb and Microsoft Whitepaper)

g Table Top Exercise - Test your incident response plan before an event happens

¢ Push for Cyber Resiliency - Layered security model - defense in-depth

¢ Utilize Loss Control Services - You already paid for it ( Forensic experts, Credit
Monitoring, Etc.)

CROSS
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¢ Know your Policy Provisions and Insurers :

¢ Effective and Efficient Cyber Policy Renewals


Presenter Notes
Presentation Notes
��
	


https://www.chubb.com/content/dam/chubb-sites/chubb-com/us-en/business-insurance/cyber-insights/documents/pdf/2020-12.10%2017-01-0279%20MFA%20Helps%20Shut%20Cyber%20Criminals%20Out.pdf

Steps to Purchase Cyber Insurance

*  Complete Cyber Application and Supplemental Ransomware Questionnaire
* Review responses to Cyber and Ransomware applications

* Request quotes from Insurers

*  Address any follow up underwriting questions from Insurers

* Review quotes and pick program structure

* Bind coverage
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