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SolarWinds Hack Explained
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Agenda / Intro

Part I
Agenda

 What is SolarWinds - General overview 
and connectivity 

 So, what is this ‘SolarWinds hack’?
 What is a "back door"
 How did so many US government 

agencies and companies get attacked?
 How did hackers sneak malware into a 

software update?

dmauro@firstlight.net
Cell: 716-474-1641
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What is SolarWinds?

“SolarWinds is a leading provider of powerful and
affordable IT infrastructure management software. Our
products give organizations worldwide, regardless of
type, size, or IT infrastructure complexity, the power to
monitor and manage the performance of their IT
environments, whether on-premise, in the cloud, or in
hybrid models.”

SolarWinds’ products serve more than 
275,000 customers worldwide
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How Big?

SolarWinds stated that its customers included:

• 425 of the US Fortune 500
• Top ten US telecommunications companies
• Top five US accounting firms
• All branches of the US Military
• Pentagon
• State Department
• Hundreds of universities and colleges worldwide..”
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Let’s Monitor It All

 We want to monitor it all!

 Even the most important devices 
MUST get monitored!

 All types of devices from networking 
to servers, applications, security, 
cameras, UPS, power and more!

 Monitoring software sits at the heart 
of the hub spoke.
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Hack Overview

Everyday we drink 
water from a “trusted” 

source.

If we go to “source” and 
test, things will look 

good!

WATER 
TREATMENT 

PLANT
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Supply Chain

Everyday we drink 
water from a “trusted” 

source.

If we go to “source” and 
test, things will look 

good!

WATER 
TREATMENT 

PLANT
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SolarWinds

Everyday we PATCH 
from a “trusted” source.

If we go to “source” and 
test, things will look 

good!

Software Vendor
Solar
Winds

PROD

Oracle

Routers

Firewalls
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SolarWinds

Everyday we PATCH 
from a “trusted” source.

If we go to “source” and 
test, things will look 

good!

Software Vendor
Solar
Winds

PROD

Oracle

Routers

Firewalls

PATCHING
code
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Technical Explanation 

“The attackers managed to modify an Orion platform plug-in called
SolarWinds.Orion.Core.BusinessLayer.dll that is distributed as part of
Orion platform updates. The trojanized component is digitally signed
and contains a backdoor that communicates with third-party servers
controlled by the attackers.

FireEye tracks this component as SUNBURST and has released open-
source detection rules for it on GitHub.”
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SolarWinds

Solar
Winds

PROD

Oracle

Routers

Firewalls

Remote Access

After an initial dormant period of up to two 
weeks, it retrieves and executes commands 
with the ability to transfer files, execute files, 
profile the system, reboot the machine, and 
disable system services

It’s activity blends in with legitimate 
SolarWinds activity. 
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Trojan Horse

Trojan Horses aren’t bad!  

They’re just wooden structures 

Baby Horses DON’T Pop Out!
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Trojan Horse

Broken Basement Windows aren’t bad!  

They’re just holes!

First you must find the broken window.

Even after you fix it, who’s inside?
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Footprint?

 Unlimited number of “Ninjas” that 
come out of the trojan horse.

 Sitting on a machine that we pushed 
to get access to everything.

 Ability to leave no traces, poke 
around quietly, act as other 
programs and report back “home”

 Allows remote commands + control

 What can we trust since this thing 
can mimic real/trusted objects?

X Millions or just 
1, both are scary!
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She’s Dead Jim!

 You’ve fixed the hole in the basement window but how long has it been 
there?

 Has anything(s) come through it?

 Have I brought that “thing” with me to other houses, partners, banks, 
schools, etc?

 Can I trust anything in the house anymore (since this “thing” can mimic 
real/trusted objects?)
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Get Patching!

 For the latest information, be sure to visit SolarWinds security page:

https://www.solarwinds.com/sa-overview/securityadvisory

https://www.solarwinds.com/sa-overview/securityadvisory
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