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Merchant Ship and Channel 





Example NMEA 2000 Network



Carrier Area Network (CAN)

Plaintext

No Authentication

No Validation



Functionality

Security Usability

What Does Your Ship Look Like?  



How To Hack a Ship



Attack the IP Network First



Phishing Works Too



Vulnerabilities Found on the Network

WEP wifi network* - Probably the worst offender 

Telnet running

Weblogins over port 80 - insecure communications

Out of date software

Weak TLS/SSH ciphers

Deprecated protocols 



AIS and GPS



Automated Information System

VHF Frequency

Size

Speed

Heading

Additional Info









Attack AIS



Global Positioning System







Attack GPS

Quite a bit harder...



On the Inside





Depth



Speed



Temperature











Better Protocol 

NMEA One Net (Ethernet Based)

Encryption

Authentication

Datagram Level Signing

Better Governance

Government Regulations and Guidance

USCG 
Maritime Transportation 
Security Act (MTSA)

NIST 
Cybersecurity Profiles

Industry Awareness and Effort

IMO MSC-FAL.1/Circ.3

Don’t Give Up the Ship

Better Netsec

WPA2 Wifi

Update Software

Stronger Passwords

Use encrypted equivalents

https://www.google.com/url?q=http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%2520-%2520Guidelines%2520On%2520Maritime%2520Cyber%2520Risk%2520Management%2520(Secretariat).pdf&sa=D&ust=1600447679688000&usg=AFQjCNEsE7v0FmzCDTzFz4ohVTXC4vCMiA


Functionality

Security Usability

?

What Does Your Ship Look Like?  



Questions


